Dynamic Program Analysis

Background, Exisiting Systems, Challenges

Klaus Havelund

Kestrel Technology, Palo Alto, California, USA
http://www.havelund.com

1 Background and Existing Systems

Program verification is difficult and it is likely that parts of the verification task
will remain as unproved proof obligations. It is reasonable to not throw such
proof obligations away, but to monitor them during program testing, or in the
operations phase, allowing property violations to trigger proper actions to be
executed. Dynamic program analysis, sometimes referred to as runtime verifi-
cation, in the broadest sense means using information from program runs to
conclude or check properties about a program. Runtime verification is funda-
mentally an aspect of testing, but tries to go beyond more ad hoc approaches
by using logic and automata for expressing correctness properties and by using
advanced algorithms for extracting optimal monitors from specifications. Much
work has been done within the runtime verification area within the last 5 years
plus, for example as documented by the proceedings the two workshops: RV
(Runtime Verification) [1] and WODA (Workshop on Dynamic Analysis) [50].

Logics Specification-based runtime verification consists of monitoring a pro-
gram’s execution against a user-provided specification of intended program be-
havior. The property specification approaches include simple predicate asser-
tions as in Java, pre-post conditions and invariants as in the Eiffel programming
language [19], JML [33], or Larch [36] that supports abstract (axiomatic) data
specification in combination with pre-post conditions.

Of more temporal nature are process algebras and automata-based approaches,
where the specifications are process descriptions or state machines. The Jass sys-
tem [32] uses a CSP-like process algebra in a combination with pre-post condi-
tions. Specifications are here abstract programs. Also state machines have been
used, as exemplified in the TLChart system [18], that monitors a combination
of temporal logic and state machines. Systems for monitoring timed automata
are T-UPPAAL [44] and another similar system is described in [9]. In [14] is
described a technique for monitoring Omega automata: automata that normally
accept infinite traces. This is specifically useful for monitoring automata gen-
erated from specifications originally targeted for model checkers such as SPIN
[42].

A majority of existing runtime monitoring systems, however, attempt to sup-
port more declarative property descriptions, such as temporal logic, regular ex-



pression languages, or grammar languages inspired by parser generators. Tem-
poral logics can be past-time logics [35, 30, 31], future time logics [24, 29, 27,43],
regular expressions [40, 3], grammars [48], or real time logics [16, 45]. Some logics
attempt to mix these features into one logic, also allowing data to be referred to
across time points [16,22,21,7,17,21,15]. The logic PSL [37] has been adopted
by the hardware industry and is used for checking simulations, essentially an ap-
plication of runtime verification. Temporal logics are often mapped to automata,
although other interpretations are possible, such as for example described in [38,
28], where rewriting is used to interpret temporal logic for monitoring,.

A monitoring language may be a complete formal specification language.
This is the approach taken at Microsoft where ASML (Abstract State Machine
Language) [6] is used for runtime verification as part of a general test case
generation framework.

Aspect Oriented Programming and Instrumentation An interesting trend
is that runtime verification techniques are starting to appear within the aspect
oriented programming community. In a traditional AOP language such as As-
pectJ [34], an aspect consists of advices that specify augmentations/modifications
to an existing program. An aspect can specify the addition of functionality or it
can specify a correctness property and appropriate actions to be executed when
the property is violated. Traditionally actions are weaved into the program when
certain code patterns occur, specified by what is called pointcuts. A recent trend
is to augment the pointcut language to include predicates on the execution trace.
Solutions have been offered for augmenting AOP with regular expressions [3],
future time linear temporal logic [43,13], state machines [47], and grammars
[48]. Alternative ways of instrumenting code include BCEL [8], Valgrind [46],
Java-MOP [11].

Algorithm-Based Runtime Verification Some systems use pre-programmed
algorithms to detect errors, usually concerency errors. Examples are data race de-
tection algorithms [39,4, 5, 23,49, 26] and and deadlock detection algorithms [25,
10, 2, 20, 26]. These algorithms check whether there are any potentials for errors
rather than checking whether any errors occur, which makes these algorithms
unsound and incomplete, but very effective in practice. A generalized predictive
analysis framework is presented in [41]. A characteristic of these methods is that
they require no user input in the form of a specification. An interesting subject
is generating specifications from runs [12], thereby freeing humans from writing
them. This is the dual of checking runs against specifications.

2 Challenges

The challenges in this field consist of:

— Determining appropriate specification languages for stating properties about
programs that facilitate efficient monitoring.



Determining the appropriate instrumentation machinery that allows for ease
of use and optimal performance leading to minimal runtime impact.
Determining the appropriate programming language constructs supporting
runtime verification. The several extensions of AspectJ are examples of a
tight integration of logic with programming language.

Determining how to state actions to be executed when properties are vio-
lated /satisfied.

Determining how to prove a system together with its monitor correct. Does
runtime verification make it possible to prove systems correct (for example
in case a property is violated, a simple provable correct replacement program
is executed).

Determining the interaction between static analysis and dynamic analysis.
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