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Mathematical specification: 

http://research.microsoft.com/users/lamport/tla/

Project X

http://research.microsoft.com/projects/X/

Model-based specification and testing: XҦspecexplorer

Languages: XÍ{clrgen, comega, fsharp}

Modular verification of programs with contracts: 

SALand buffer overflows (Visual Studio)

XÍ{specsharp, havoc}

Model checking (sequential programs): XҦslam

Model checking (concurrent programs): XÍ{zing, chess}

Security for web services: XҦsamoa

Test generation: XҦpex

Automated theorem proving: XҦz3

http://research.microsoft.com/users/lamport/tla/
http://research.microsoft.com/projects/X/
http://research.microsoft.com/projects/X/
http://research.microsoft.com/projects/X/


Web services

Network protocols

Platform libraries

Critical OS components

Device drivers

File systems

Hypervisor virtualization layer



Logic

Symbolic reasoning

Specifications

Compositional (modular) reasoning

Abstract interpretation

Model checking



Z3: An Efficient Theorem Prover

[ƻƎƛŎ ƛǎ ά¢ƘŜ /ŀƭŎǳƭǳǎ ƻŦ /ƻƳǇǳǘŜǊ {ŎƛŜƴŎŜέ 
(Z. Manna).

High computational complexity

One engine, many applications.

Naïve solutions 

will not scale




